
QAADO 12-KAAN TALO SI AAD
UGa BADBAADO khataraha
LAGALA KULMO ISTICMAALKA
INTERNET-KA AMA ONLINE-KA

Qofna Hala Wadaagin Fure-Sireedkaaga (Password)
Sida caadiga ah majirto cid lambarsireedkeeda/kiisa la wadaagta cid kale, SAX? Waxaase laga
yaabaa inaad la wadaagtay fure-sireedkaaga baraha bulshada ama iimaylkaaga saaxiib aad ku
kalsoon tahay ama lamaanahaaga. Arintaas oo ay ka dhalan karto maxsuulo kala duwan.
In kasta oo saaxiibadu aanay si ula kac ah kuu dhibaateyn karin, haddana waxaa laga yaabaa
inay si kama' ah u ula wadaagaan fure-sireedkaaga cid saddexaad. Waxa kale oo dhici karta in
xiriirkii idinka dhexeeya qofkaas uu isbaddel ku yimaado. Hadaba, marwalba feejignoow oo ha
qofna hala wadaagin fure-sireedkaaga ama wax kasta oo sirtaada shaqsiga ah khatar gelin kara.
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Sameyso Fure-Sireedka (Password) Adag Oo Aan Si
Fudud Loo Qiyaasi Karin
Tallaabada ugu fiican ee aad uga gaashaaman karto khataraha lagala kulmo online-ka waa inaad 
doorato fure-sireed adag. Ha u isticmaalin fure-sireed iskumid ah dhammaan bogaga (website)
ama akoonadaada online-ka oo dhan. Haka dhigin fure-sireedkaaga mid ka kooban erayo ama
xarfo fudud oo si fudud loo qiyaasi karo sida inaad ka dhigato magacaaga, kan waalidkaa,
waqtiga dhalashadaada ama wax caan ah oo lagugu yaqaan. 

Haddii ay kugu adagtahay oo aadan kalsho u hayn maareynta iyo xifdinta fure-sireedyada kala
duwan ee aad u sameysaneyso akoonadaada online-ka ee kala duwan, waxaad isticmaali
kartaa Fure Haye (Password Manager), oo lagu heli karo bilaash iyo lacag intaba. Fure Hayaha
waa midka ugu habboon ee aad si fudud ugu xifdin karto xogtaada ama fure-sireedyadaada.
Waxaad kale oo isticmaali kartaa barnaamijyo bilaash ah sida Dashlane ama LastPass. Ha
iloobin inaad si joogto ah u beddesho furayaasha ah si aad uga hortagto burcadda Internet-ka.
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Furo Inay Fariin Kusoo Dhacdo Mar Kasta Oo La Galo
Akoonadaada Online-ka Ah (Notification / Alert)
Inaad u sameyso bogagga (websites) iyo barnaamijyada (Applications) aad sida joogtada ah u
isticmaasho ogeysiisyada galitaanka waxa ay kuu sahlaysaa inaad fariin qoraal ah ama ogeysiis
imaylkaga kugu soo dhaca hesho mar kasta oo la isku dayo in la galo akoonadaada online-ka ah
ama barnaamijyada aad isticmaasho. Waxaa sidoo kale la socon kartaa dhaqdhaqaaq kasta oo
laga dhax sameeyo akoonadaada online-ka, taasoo kuu sahleyso inaad tallaabo deg-deg ah
qaado sida inaad bedesho fure-sireedka aad ku gasho akoonkaas. 

03

Ka hortagga ayaa marwalba ka wanaagsan ka dabotagga. Isticmaalka aadka u kordhaya ee baraha
bulshadu waxa kordhisay walaaca laga qabo badqabka haweenka isticmaala barahaasi. Arrinka
isweydiinta mudan waa ilaa heerkee ayuu gaarsiisan yahay amniga iyo badqabka dumarka sida
joogtada ah u isticmaala bogagga baraha bulshada ama guud ahaaan internet-ka?.

Sida laga soo xigtay daraasad dhowaan la sameeyay, waxay daaha ka qaadday in haweenku in ka
badan ragga ay isticmaalaan internetka si ay xiriiro u sameystaan. Haweenka dhalinyarada ah ee u
dhaxeeya da’da 18-24, waxay kala kulmaan Internet-ka noocyo kala duwan oo khataro ah, kuwaasoo
isugu jira cagajuglayn, hanjabaado iyo weerar. In ka badan 71% haweenka isticmaala internet-ka ayaa
tacadi kala kulma baraha bulshada ama online-ka, waxayna si joogto ah ula kulmaan tacadiyo badan oo
noocyo kala duwan isugu jira. Kuwaasoo ay ugu badan yihiin rakaato, baahin sawiro iyo muuqaalada
goonida u ah, ceebayn, cay, aflagaado, hanjabaado iyo weliba in loo soodiro qoraalo iyo muuqaalo
aysan raali ka ahayn oo badankood galmo la xiriira. 



Xafid Badqabka Aaladahaaga Oo Dhan Adigoo
Isticmaalaya Anti-Virus Lagu Kalsoon Yahay
Inaad haysato telefoonka gacanta kaas oon lahayn nidaam amni waxay ka dhigan tahay adigoo
ku sugan guri aysan albaabadiisu lahayn quful. Aalad kasta oo ku xiran internet-ka sida
telefoonada, kambiyuutarada ama aybaadhyada waxay ku sugan yihiin inay khatar kusoo
jiidaan oo xogtaada lagu dhaco, hadaba isticmaal nidaamyada lagu sugo amnigooda sida
Norton Security, McAfee, Avast ama Eset.
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Hala Soo Degin Ablikeyshanada Khatarta Wata
Waxaa jira ablikeyshano lagula soo dego telefoonka gacanta oo ay dhici karto inay yihiin kuwo
tuugo ah, xogtaada dhacaya ama ku duubaya adigoo aan ogeyn. Hadaba, hala soo degin
ablikeyshano aan si guud loo isticmaalin ama aadan hubin kahor inta aadan kula soo degin
telefoonkaaga. Ha isticmaalin WiFi-ga bilaash ah oo aadan garaneyn cida iskaleh siiba kuwa
meelaha la isugu yimaado sida maqaayadaha, garoomada, ama goobaha dadweynaha. Hadaba
ka digtoonow, inaad geliso ama isticmaasho WiFi-yadaas xogtada sirta ah sida akoonadada
bankiga, fure-sireedyadaada kala duwan ee barahaaga online-ka. Mar kasta muuji taxadar
dheeri ah!
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Cusbooneysii Dhammaan Software-da iyo
Ablikeyshanada Qalabka Elegtorooniga Ah
Waxaa dhici karta inaad dhib u arag ama ka caajisto cusbooneysiinta ama update-gareynta
software-da ay ku shaqeeyaan aaladaha aad ka isticmaasho internet-ka sida telefoonka,
kambiyuutarka ama aybaadhka, hadana ogow tani waa dariiqa koowaad ee fududeyn kara in la
jabsado ama laga xado xogtaada shaqsiga ah, ama kuu soo jiidi karta khatar aadan filaneyn.
Hadaba, ku baraarugsanow update-gareynta software-da kala duwan ee aaladahaaga.
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Ilaali Kambiyuutarkaaga Iyo Telefoonkaaga
Ogow si kasta oo aad u feejigan tahay, hadana waxaa khatar lama filaan ah kusoo jiidi kara
hadaad cid kale u oggolaato ama kula isticmaasho qalabkaga ku isticmaasho internet-ka sida
telefoonka ama kumbiyuutarka. Ka taxaddar qofka aad u oggolaaneyso inuu isticmaalo
qalabkaaga, hana cidleyn kombiyuutarkaaga ama telefoonkaaga oo furan. Haddii aad qasab
tahay inaad la wadaagto kombiyuutarkaaga martida ama xubnaha kale ee qoyska, tixgeli inaad
samayso akoonno shaqsiyeed ama qaybsan (oo leh fure-sireed) si aad u hubiso in
macluumaadkaagu yahay mid ammaan ah. Khayr wax kuma yeelee shar u toog hay!
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Akhri Qoraalka Yar Ama Fariimaha Digniinaha Wata
Fahan buuxa ka qaado siyaasadda khaaska ah iyo shuruudaha adeeg kasta oo aad isticmaasho.
Bogagga internet-ka ee aad isticmaasho waxay lahaan karaan siyaasad u oggolaaneysa inay
iibiyaan, cid kale ku wareejiyaan xogtaada gaarka ah. Tani waxay kugu soo hoggaamin karta
khataro, waana mid uusan sharcigu awoodin inuu wax kaaga qabto ama kaa ilaaliyo, taas
macnaheedu waa inay adiga kugu xiran tahay inaad taxadarto. Ka feejignow shurudaha iyo
siriqyada ay kusoo bandhigaan baraha kala duwan ee aad ka isticmaasho internet-ka.
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Haku Dhicin Dabinka Tuugada (Phishing / Scams)
Ha furin fariimaha, xayeysiisyada iyo lifaaqyada (links) la isugu soo diro online-ka ama ka
muuqda baraha bulshada kala duwan, waxay kugu soo geli karaan si fudud oo farxad leh sida in
lagu yiraahdo waxaad ku guuleysatay lacago, hadyado, safaro, baqtiyanasiib, saadaali inta
goortaad guursan doonto ama sidaad ukaan doonto markaad gabowdo iyo wax kaloo lamid ah.
Fariimahani oo lagu dhufto ama la furo, waa kuwa ugu badan ee khatarta usoo jiida dadka
isticmaala internet-ka, waa dariiqa fududeeya in lagaala wareego akoonadada online-ka ama
lagaa dhaco xogta goonida kuu ah ah. Ogow arintani waa mida ugu badan ee lagu siro dadka!
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Siyaabaha Looga hortago In Lagaa Jabsado Aaladaha
Iyo Akoonnada
Jabsoshada (Hacking) iyo shaacintu ama soo qarxinta (doxing) waa laba khatarood oo kale oo
online-ka lagala kulmo, kuwaas oo si gaar ah u waxyeellayn kara haweenka. Jabsoshada
(Hacking) waxay ka dhigan tahay helitaanka aan la oggoleyn ee kombuyuutar ama moobilkaaga,
halka shaacinta ama soo qarxintu (doxing) ay tahay ku faafinta online-ka macluumaadka gaar
ahaaneed ee qofka goonida u ah, kuwaasoo uusan raali ka ahayn. Hadaba, si aad naftaada uga
badbaadiso jabsashada iyo faafinta macluumaadka shaqsiga ama goonida kuu ah, fadlan raac
tallaabooyinkaan soo socda:

Isticmaal eray-sireed adag iyo quful labaad (two-factor authentication): labaduba waxay
kaa caawinayaan in aan si fudud loo jabsan akoonadaada oo lagala bixin xogta goonida ah.
Feejignow oo taxadar badan muuji marka aad fureyso lifaaq ama aad dagsanayso faylal: Ha
furin lifaaqyo ama ha dagsan faylal aadan garanayayn mesha ay kaasoo galeen, sababtoo
ah waxaa kusoo raaci kara fayras ama khiyaanooyin (Malware and spywares) khatar gelin
kara xogta goonida kuu ah ama baylah ka dhigi karta sirta goonida kuu ah. Mar kasta
isticmaal software-da la isaga ilaaliyo fayraska, mar kastana cusbooneysii si aad u xaqiijiso
ammaankaaga.
Ogow ama baro waxa aad samayn lahayd hadii lagaa jabsado qalabkaaga ama akoonkaaga:
si dhakhso ah wax uga qabo. Beddel eraysireedkaaga, la xiriir hay'adahaaga maaliyadeed, oo
tixgeli inaad geliso hakad ama xanibaad akoonkaaga si aad uga hortagto qof inuu ku furo
akoono cusub magacaaga. 

Si aad u hubiso haddii emaylkaaga ama nambarkaaga telefoonka la xaday ama xogtiisa la
jabsaday, waxaad gashaa website-ka www.haveibeenpwned.com, kaasoo kaa caawinaya
inaad si fudud ku ogaato in akoonadaada ama macluumaadka shaqsiga ah in la xaday. Talo kale
oo fiican waa inaad mararka qaarkood is google garayso, waxaad habkaan ku arki kartaa
macluumaadka adiga shaqsiyan kugu saabsan ee si caam ah looga heli karo internetka, kaasoo
aad ka saari karto hadaad u aragto inuu khatar kuu soo jiidayo.
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Siddee Haweenku Uga Gaashaaman Karaan Halista
Kasoo Gaari Karta Internet-ka

Taxaddar dheeri ah lahaw marka aad sawiradaada ku baahineyso internet-ka. Waxaa la mid
ah marka aad sawirada aad qof kale kula wadaagayso aaladaha fariimaha la isku dhaafsado.
Ogow haddii ay mar internetka soo galaan in laga saaro wax adagtahay, waxaana u
nugushahay khatar kasta ama in loo isticmaalo si khaldan.
Isticmaal aqoonsiga furaha labaad (multi-factor). Ha u ogolaan in ay cid kale gasho
aaladaha aad farriimaha ku dirto iyo barahaaga bulshada intaba.
Dareenkaagu hasoo jeedo! Haddii baraha bulshada kula kulanto qof uusan ku qancin hab-
dhaqankiisa, markiiba iska saar ama xiriirka u inta uusan ku dhibaato ama khatar ku gelin.
Ha ka jawaab-celin fariimaha hanjabaadaha ah: Iska xanib soo diraha, ku wargeli dhacdada
shirkadaha iskaleh baraha bulshada iyo cid  kasta oo wax kaala qaban karta.
Caawimaad u raadso saaxiibkaa, qoyskaaga ama hey’adaha ay khuseyso haddii aad kala
kulanto tacaddi jinsi la xiriira internet-ka iyo baraha bulshada guud ahaan.
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Iska Xannib (Block) Cid Walba Oo Kugu Dhibaateysa
Baraha Bulshada
Marna haka diiqadoon in aad diido codsiyada saaxiibtinimada dadka aadan aqoon kugu soo
dirayaan baraha bulshada kala duwan ee lagu xiriiro. Hadaba, ka gaabso ama xannibaad iska
saar codsiyada noocaas oo kale, ogow qof aadan garaneyn oo si fudud aad ku aqbashay baa
noqon kara wadkaaga, ama kii khatarta lugaha kuu gelin lahaa ama kuu geysan lahaa dhagar.
Marka la eego amniga, labadaba online-ka iyo offline-ka, garashada guud waa difaaca koowaad.
Dareenkaaga wuxuu door muhiim ah ka ciyaaraa ilaalintaada. Haddii wax u muuqdaan 'xun', raac
dareenkaaga. Uma baahnid inaad u sharraxdo sababtaada qofna.
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